NSPCC Guidance to Online Safety
For Young People

Cyberbullying & the law

Parent & Carer
Although bullying is not ific criminal off i H : H
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example, harassment or threatening behaviour, and at Home and in SChOOI

particularly relevant for cyberbullying — threatening
and menacing communications:

Young people may be experts on using the internet,
but they still need guidance and protection. To help
keep them safe, make sure you continue talking
about what they are doing online:

e Protection from Harassment Act 1997, which has

' Discuss and agree your expectations before you both criminal and civil provision
allow them to join a social networking site. Check o o

V' Talk to them about the dangers of oversharing Section 43 of the Telecommunications Act 1984
information about themselves that they might Communications Act 2003

regret — teach them to think before they post. )
- . e Public Order Act 1986
V' Encourage them to check the policies and privacy

settings on any sites and services they use. If someone is targeted online because of attitudes
towards:
V' Remind your child that the same rules apply online o
as they do at home and at school, e.g. they Disability
shouldn’t post anything they wouldn’t say Race or ethnicity
face-to-face. Relici belief
eligion or belie
V' Find out what the school’s policy is on mobile & i )
phone use at school. Sexual orientation
V' Ask how the school is teaching pupils about online Transgender identity

safety issues. then this could be classed as an hate crime.

Terminology

Trolls/Trolling: is a person who sows discord on the
Internet by starting arguments or upsetting people.

V' Check your child knows how to report and block
contacts.

\ Discuss the use of parental controls.

Sexting: is the exchange of self-generated sexually This leaflet offers some insight to
i ici explicit images, through mobile picture messages or
For more help and advice VISIt. webcams over the internet. This could be a precursor parents & carers around the
WWW-nspCC-Org-Uk/0n|lnesaf6tv to sexual exploitation. Click here for more information. dangerS of social networking and
i Cyber stalking: is when someone harasses a target : :
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0808 800 5000 to discuss any concerns instant messaging (IM), or messages posted to a Web media.

site or a discussion group.

Fraped: is a combination of the words 'Facebook' and
'Rape'. The act of changing someone's Facebook
profile, usually changing a status or information with

the aim to embarrass. DERBYSHIRE
County Council
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Gruelty to children must stop. FULL STOP.


http://www.nspcc.org.uk/help-and-advice/for-parents/talking-about-sex/sexting/sexting_wda96795.html
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Social networking & young people

Young peoples use of the internet has increased
dramatically in recent years, with 96% of 9-16 year
olds using the internet daily. Young people use the
internet for a wide variety of purposes, from
completing school work, communicating with
friends and peers to watching video clips and
playing games.

Social networking sites have played a huge role in
changing the way young people interact with other
people online and they use social media as a
platform to learn, share their views, or to
demonstrate their creativity.

However being online can make them vulnerable
to many risks and it exposes them to experiences
which they may find upsetting. These risks could
be:

e Bullying online (cyberbullying)

e Sharing too much information

e Vulnerability to predatory adults

e Sharing photos or video that they later regret

e Exposure to age inappropriate material

e Risk of identity theft or being “fraped’

In a recent survey carried out by the NSPCC they
found that 28% of 11-16 year olds had experienced
upsetting encounters on social networking sites:

e 37% Being targeted by trolls

e  22% Excluded from social group/friendship
e 18% Aggressive or violent language

e 14% Pressured into looking a certain way

e 12% Cyberstalking

e 12% Received unwanted sexual messages
e 10% Racism

e 7% Homophobia

e 3% Encouraged to self harm

What role does your child play online?

What can you do to prevent your
child being a cyberbully?

Social media and the school

As a student your child should follow these guiding
principles:

o If they identify themselves as a pupil of their
school, they should act responsibly at all times and
uphold the reputation of the school. Even if they
do not identify themselves, be aware that their
conduct online could still result in disciplinary
action if it impacts on the school reputation.

In no circumstances should students post anything
offensive, sensitive, disrespectful or inappropriate
about the school, its employees, its pupils, parents,
Governors and former staff and pupils, on any
school-sanctioned social media or any personal
sites.

Students should always pause and give careful
thought before posting and replying to comments.
Responses should not be rushed but dealt with in a
timely and appropriate manner to avoid mistakes.

Students need to be aware that whatever
behaviour is deemed to be inappropriate or illegal
offline will also be deemed inappropriate and
illegal online.

Remember that everything they post online is
public, even with the strictest privacy settings.
Once something is online, it can be copied,
reposted and redistributed. Presume that
everything they post online will be permanent and
will be shared.

Users of the school email and internet services
should have no expectation of privacy in anything
they create, store, send or receive using the
school’s ICT system.

Students should only use official school sites for
communicating with staff by social media.

Students are strongly encouraged to report to a
trusted adult any worries they have about
cyberbullying or improper conduct. The school has
a duty of care to investigate and work with children
and families where there are reports of
cyberbullying or misuse of social media during out
of school hours.



