At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel it is
needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

ONLINE FAIR PLAY

The Dos and Don'ts of Online Conduct

Alongside individual skill, impressive teamwork and some truly epic matches, one of the most enjoyable things about this summer’s European
football championships has been the sense of sportsmanship and fair play. Players have competed fiercely, but they’ve (mostly) remembered
that they're representing their country — and that bad behaviour, dangerous play or outright cheating tends to last in people’s memories for a
| long time after tournaments are over. The same is true of how we act online — one error of judgement or loss of control might only take a

| second, but can have results that are difficult to forget. Instead, just like the heroes of the Euros, we should aim for people to see us and feel

| proud and inspired. So, in a five-a-side line-up (with five “dos” and five “don’ts”), here are our top tips for playing fair online.
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know tries to contact you online,

tell a trusted adult straight away. « n

-
2 Don't lose control & retaliate

Although it can be tempting, it’s best not
to respond if someone attempts to bully
youonline or sends you hurtful messages. gm
Tell a trusted adult what happened, and
then block the person from contacting

you again in future.

i Organise your defence I Don'tignore possible danger
i Use strong passwords to protect your Never accept a friend request from ¥
| personal information, accounts and a stranger. If somebody you don't - H
| data. A trusted adult, like a teacher ‘

or a relative, can help you choose
one that's easy for you to remember
but hard for anyone else to guess.
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Keep possession

Only share personal information
online with people you know well, like
friends and family. A trusted adult
will be able to help you change your
online privacy settings so strangers
can’t find things out about you.

Use teamwork ©

Before you use a device for the first
time or download a new app,

3 Don't hurt people deliberately

It's important to behave online

just like you would in real life. -

always check with a trusted adult. g" Don’t post anything that can g 48
| They’ll be able to check if it's safe = make you look like a bad person, 9 Y O
| for you to use and make sure the - because the things we put online
| privacy settings are right for you. e e ® can stay there for a long time.

% Don't cheat your way to victory

Don’t copy another person’s work
that you found online or pretend that
it’s yours. This is called plagiarism
and can get you into a lot of trouble.

Be respectful

Treat people online like you
would treat them in real life.
Remember your manners and be
polite and kind in your posts,
comments and messages.

Catch attackers offside

| If someone is trying to bully you online, a trusted
| adult can help you to gather evidence and report
| that person to the authorities. You should also tell
a trusted adult if you see anything online that
makes you feel worried, upset, frightened or sad.
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5 Don't play for extra time

It can be easy to spend too much time online.
Instead, take a break to go outside for

some fresh air and exercise. Not using

your device just before bed will also help

you get a good night’s sleep so you can

be fresh and focused the next day.

o S

) www.nhationalonlinesafety.com ’ @natonlinesafety n [NationalOnlineSafety @nationalonlinesafety

s,

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 07.07.2021



